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iQuila Bridge Cloud Setup for Windows

The iQuila Bridge Cloud software is an advanced Al-driven application that can bridge your
entire network to the iQuila Cloud Layer?2 virtual switch, this advanced software can be used
in several different scenarios. This document will provide instructions on installing and setting
up the Bridge software, you will be required to have a good understanding of Layer 2
networking.

Please use this software with great caution, incorrect use of this software could expose your
network or cause your network to lock-up.

(Please take care not to cause a Layer 2 loop).

Once you have installed the Linux bridging software, please install the iQuila Windows
manager as set out below.

1. Install the iQuila Manager software by B G b E

Welcome to iQuila Enterprise Bridge Setup

launching the application.

Welcome to the Wizard for iQuila Enterprise Bridge Setup.

@ Finalizing installation

2. Accept the License Agreement. = i
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3. You may change the install path of the | _ X
application, but we would recommend
this is left to the default path. TR ————

@ Coliecting mformation
@ rPrepanng mstallation

Installing
L oinstal to & diferent foder,

@ Finaling instaliation

Eolder:

C:\Program Fies VQuia LidWQuls Cloud Bridge\

¥ (Quil Enterprise Bridge Setup X

4. Once the wizard is ready, proceed
with the install.

Ready to Install

The Setup Wizard is ready to begin the IQuila Enterprise Bridge
nstallation.
© coliecting mformation

@ rreparing instaliation
@ instaling

@ Fimaluing installation

5. When the install has finished, launch the iQuila Bridge application by clicking on the
bridge icon placed on your desktop.

6. This will launch the iQuila VEN Nl sl 2
Manager.

Connection Name VEM Server Hostname  Operation Mode Company Mar|

Select the Option Add Bridge

About Delete Endge Add Bridge Manage
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7. You will now create and save a connection to
your Linux server running iQuila Bridge.

Connection name = Enter a Name for your
connection.

Under Host Name = Enter the Hostname or
IP address of the Linux server you install the

New Connection Setting

O i orsoe arsoer

Connection Name: | TN TIRmeTey

1P address, and the port number
the destination VEN Server.

[ connect to Localhost

potrumber [ 7] ey

@ server adminMode O Virtual Switch Admin Mod:

lease enter the password to connect administration mode.

Do not Save Admin's Password

R

Linux bridging software.

Port Number = Enter the Port 5555 unless you have configured a different port.

Password = if you have never logged on to this server please leave the password

section blank.

If a Proxy server is between you and the iQuila Linux server then please Specify your

proxy settings

Select OK to Save and exit.

8. You will now see your entry in the Connection
Manager window, select the entry, and select

Manage.

9. Select the Manage button. A password window
will appear, the default password is blank, so
leave the password section blank and press OK.

% iQuila VEN Server Manager

you select the correct auth type.

Enter User Info:

AuthType:  Fas

User Mame:

(?‘ Enter your user name and password to log in to server localhost. Make sure

ssword for Administration Con

Administrator

Connection Name VEN Server Hostname  Operation Mode Company Nar|

OLlnux BOx 192168.1.10 Entire VPN Server

< >
About Delete Bridge Add Bridge Manage

T Legin to localhost X

Password: ||

‘Cancel Connection
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10.

11.

12.

13.

#» Change Administrator Password of localhost g

The system will ask you to create a new
password. Enter a new password in the
password box and click OK. ik !

Confirm Password: | |

@  Change the administrator password of the server localhost. Enter the new
*) passward and click OK.

Cancel

You will be prompted with a statement asking you to confirm that you have had
training and understand how Layer 2 networking works. If you understand Layer 2
networking, please proceed. Alternatively, please contact iQuila Support.

A confirmation box will show asking confirmation to start the network driver. To
proceed, select YES. Once the network has been selected, and the driver started, the
driver runs as a service under services. The network driver is a Kennel mode driver, so
will automatically start as Windows is booting.

The next step is to enter your iQuila Cloud account details. Select Cloud Account setup
and you will be prompted to fill in the following information.

Properties of HoneBridge@switch1 X

@ Please configure the VEN Connection Setting for VEN Server,

Setting name = Enter your Cloud Device Name
Host Name = This is the Hostname of the iQuila Cloud pogrtw ————
server you are connecting to. This will be shown in the |
email that was sent when you created your device on the o
iQuila Portal.

Port Number = Please leave this as 443 unless directed
otherwise by iQuila support.

Username = Enter the iQuila Cloud device name you
created.

Password = Enter the password you created for the

Bridge device. R
Proxy setting = If you are connecting via a Proxy server, e ——
please enter the correct Proxy information. e
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14. Click OK. A connection window will be
displayed showing the status of the
connection to the iQuila Cloud server. If
the server is showing connected, click Exit.
If the service is showing an error, please
edit the connection details with the correct

15.

details and retry.

Select the dropdown and select the
Network adaptor you would like to
Bridge. (All traffic that is located on this
network adaptor will be bridged.)

Once selected, click Close. This will now
bridge your network to the iQuila Cloud
switch.

16. Viewing Active Sessions on the

network. To view Active Sessions on the
network, select the iQuila Cloud settings
button.

17. Click on the Active Sessions button.

BRIDGE

x®

layer-2 Ethemet-level links between this Virtual Switchand other Virtual Switch whichis located on

o T — .
mtaures, iy oo o IadeRerHy B 51, e ing  Coscade Conmesion ncion
P il ot e
Sctrgtome satus tblhed a1 Destiaton VEN Serer_ viruatSitd
E3 SRR T e =
< >
Hew =T ofine oee e =

[ VEM Easy Setup Tasks

@ iQuila Bridge Wizard

Step 1

Enter Your iQuila Cloud Bridoge Account Details

S

Step 2

Cloud Account Setup

m Select The Metwork Card to Bridge to the iQuila Cloud

| Ethernet [Vware vmymet3 virtual network device (D=4155711028)) | v

Close

44 iQuila Cloid Bridsge 111111117 - iQuila VEN Server Mana... - m}

iQuila Layer2 Bridge

9P ;
©9% |_iQuila Cloud Settings d | eridae Your Network

Exit

~5% Management of Virtual Switch - 'BRIDGE'

Create Layer2 Bridge Account

T

iQuila Cloud Account Setting

x

X

®

Active Sessions

&
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18. The Sessions Manager window will be

e ,

displayed. This will show all active
sessions on the remote network and
local bridge.

19. By selecting the Local Bridge entry, then

i lede B e LRGN (e

P i tinacen | | e it

selecting the MAC table of selected (...
sessions, a display of all MAC addresses  =isae
on the local bridge will be shown. i so-couamoce

9 51D OCALBRIDGE-1
<

I MAC Address Table X
= The MAC address table database an the Virtual Switch ‘BRIDGE" has the follawing entries.
VIANID  MAC Address Created at Updated at Location e
98 SID-LOCALBRIDGE-1 3 00-15-65-313F-19 2020130180651  2020-11.30214031 On"iQuila Test
e 00-50-56-8F-62-6 2020-11-30 180642 2020-1-30201032 O ‘iQuila-Testl
= 484D-7E-DB-3A-DE 2020130180649 2020-113021:1032  On‘iQuila-Testy
9 5ID-LOCALBRIDGE-1 ] 00-19-99-FA-1B-42 2020.1130130649 2020113021102 On‘iQuila Test
B9 5ID-LOCALBRIDGE-1 - 68-85.99-74-13-CE 2020130180649 2020113021032 On'iCuila Testt
- 00-50-56-8F-1C-88 2020130180649 2020-1130211052  On‘iQuila-Testh
9 51D-LOCALERIDGE-1 - 00-1D-73-26-28-31 2020-11-30 18:0643  2020-11-30211031 OniQuila-Testy
9 5ID-LOCALERIDGE-1 5 2C-68-7D-0A-B8-38 2001130180717 2020130210732 On'iQuilaTestt
98 SID-LOCALBRIDGE-1 3 00-E0-67-12-25-98 2020130180649 2020113021032 On‘iCuila Testt
I 5ID-LOCALERIDGE-1 3 00-15-65-14-78-08 2020-11-30 180650 2020-11-302K1030  On’iQuilaTestt
9 5ID-LOCALERIDGE-1 = 0D-E0-67-12-25-99 2020130180649 2020-113021:1032  On’iQuila-Testy
9 5ID-LOCALBRIDGE-1 ] 43.0040-BF-3C-8F 20201130180649  2020.113021:1082  On’iQuila Testt
99 5ID-LOCALBRIDGE-1 - 00-E0-67-12-25-98 2020130180649 2020113021032 OniQuila-Testt
B9 51D LOCALERIDGE-1 y SE-26-2E-36-26-03 2020130180650 2020-113021:1028  On’iQuila-Testy
I 5ID-LOCALERIDGE-1 « 00-50-56-8F-3F-A6 20201130 180648 2020130211032 On‘iQuilaTesti
9 5ID-LOCALERIDGE-1 5 00-15-65-62-73-CE 20201130 18:0649 2020130211031 OniQuila Test\
9 SID-LOCALBRIDGE-1 3 3C4A-92-FB-BC.52 2020130180649 2020.1130214032  On'iQuila Testt
9 5ID-LOCALERIDGE-1 2 3C4A-92-F8-BC-53 2020-11-30 180648 2020-11-30211032  On‘iQuila-Testt
9 5ID-LOCALERIDGE-1 = 18-66.DA-1AE2.LCC 2020130180649 2020-113021:1032  On’iQuila Testy
9 5ID-LOCALBRIDGE-1 3 00-12-F3-03-57-C2 2020.11-30 180655 2001130211027 On‘iQuila Testy
- BO-BE-75-1F-BD-6A. 2020.11-30130645 2020130214031

On“iQuila -Test, ¥
>

20. By selecting the IP Table of the selected 5, mruswmecmmcmmmims o s m o onss e

session, a display of all IP addresses on s
the local bridge will be shown. Sosnpa

21. The MAC Address Table List will display = wcuse
all MAC accesses on the local database.

This will be all the MAC addresses the =<t
iQuila Bridge software can see across the  zpue
complete network. o

_ Retest Bt
i IP Address Table X
IP Address Created at Updated at Location fud
B SID.LOCALBRIDGE. 1 1000108 01130210314 2001130214189 On'iQuila-Testwio
B ID.LOCALBRIDGE. 1 100104 01130150850 2020-1130211205  On'iQuia-Testwio
100103 01130180705 2020113021138 On'iQula-Testwio
1001020 01130217152 2001130210135 On'iQuia-Testwio
11 SID-LOCALBRIDGE -1 1017.10.126 2020-11-30 2053:33 2020-11-30 21:12:04 On'iQuila-TestW10'
B SID.LOCALBRIDGE. 1 1921681198 01130217109 2020113021152 On'iQuia-Testwio
B SID.LOCALBRIDGE. 1 19211681200 201130180651 2020.1130211202  On‘iQuila-Testwio
1 SID-LOCALBRIDGE-1 192.1682.127 2020-11-30 2111052 2020-11-30 211137 OniQuila-Testw10'
B SID.LOCALBRIDGE. 1 19211681002 01130211145 2020.1130214158  On'iQuila-Testwio
B SID.LOCALBRIDGE. 1 19211681008 01130211089 2020113021089 On'iQuia-Testwio
it SID-LOCALBRIDGE -1 192.168.1008 2020-11-30 2111550 2020-11-30 21:11:50 On'iQuila-Testw10'
B SID.LOCALBRIDGE 1 19216810012 201130150849 2001130211200 On'iQula-Testwio
SIDLOCALBRIDGE. | 19216810021 1130180714 2020113021158 On'iQulaTestwio
28 5IDL0CALBRIDGE 1 19216810031 OGP, 2020-1130210535  2020-1130210935  OniQuiaTestW10
B ID.LOCALBRIDGE 1 192116810035 1130217124 2020.1130211152 On'iQuila-Testwio
11 SID-LOCALBRIDGE-1 192.168.10037 2020-11-30 211101 2020-11-30 21111114 OniQuila-Testw10'
B SID.LOCALBRIDGE. 1 192116810051 201130180683 2020113021158 On'iQuia-Testwio
B ID.LOCALBRIDGE. 1 19216810054 20130217101 2001130211101 On'iQuia-Testwio
1 SID-LOCALBRIDGE -1 192.168.10056 2020-11-30 2111151 2020-11-30 2111151 On'iQuila-Testw10'
28 SIp.L0CALBRIDGE 1 19216310062(0HCP) 2020113018319 2001130211204 On'IQuiaTestW1O
151 SID-LOCALBRIDGE -1 192.168.10064 2020-11-30 1806559 2020-11-30 21:12:05 On'iQuila-TestW10'
1 SID-LOCALBRIDGE-1 192.168.100.6¢ 2020-11-30 18:0651 2020-11-30 21:12:03 On''iQuila-TestW10' h
Retesh Bt
X
g T AC s ol s on e i S SOGE s e lwing s
SessionName. VLANID MAC Address Created at. Updated at. Location -
. OISESIIILI 2020130180651 2001130219445 OniQuiaest
: 0S0SESF626C 20110180649 001130211448 On'iCuil Test
9 51D-LOCALBAIDGE-1 . AADTEDEIADE 1130160649 200-11S02114H3  Onicuil-dest
51D LOCALRIDGE-A : 01995A1B42 2001130180643 2001130201444 On'Cuil-Test
. GB5957A1CE 200150160649 ZNO1S0ZIMM3  OniQuiadest
: 0S0SESFICEE 0201130180649 2001130211444 On'cuila-Test
B SID.LOCALSRIDGE-1 . QD763 2110180649 011302143 OnQuilaTest
B SiD.LOCALBRIDGE-A . AeBTDOABIE  Z01I0SOTT 2201130211232 OniQuisest
: W0ST122598 201130180640 20130210 OniQuisTest
8 51D-LOCALBRIDGE-1 : 0I56-1AT6.00 0201130180650 200150211448 OniQuil-Test
B SID.LOCABRIDGE-A - 0067122599 200130180640 0130244443 On'iQuiaTest
951D ALOCALRIDGE-1 : 440040GFICHF 21130160649 010217448 OnQuil-dest
951D LOCALBRIDGE 1 : 0£06712259 0201130180649 2001130211443 On'Cuila-Test
B9 SID.LOCALBRIDGE.1 . SEJ2EI62E05 201130180680 201302104 OniQuisTest
B SID LOCALBRIDGEA . 0S0SESFIFAS 0201130180643 2001130211442 On'QuilTest
B SID.LOCALBRIDGE.1 : 0ISESETICE 2110180649 11020448 OniQuilTest
9 S1D-LOCALBRIDGE 1 : AMRFECE A0S0 2011021 OniQuisTest
1D LOCALBRIDGE-A : JCAASLMBCSS  2N308064D  AN0A1I0MAL  On'iQuilsTest
951D AOCALBRIDGE-1 3 1G6DAIARCC 2020130180649 20150213 OniQuiladest
9 5iD.LOCALBRIDGE 1 : O019F0RSTC2 0201130180655 200130211428 On'Quila-Test
: BOSETEIFEDSA 2000130160645 2020113021143

95 1D-LOCALBRIDGE -1
<

On ‘iQuila Test ¥
>
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W1 1P Address Table x

22. The IP address Table List button Will _ e e mmsm o oo

(]

d|5p|ay all IP addresses the iQuila Br|dge pro—— pyw— e Upaaeaa s -
i SID-LOCALBRIDGE-1 1000.108 2020-11-30 21:03:14 2020-11-30 21:1559. On 'iQuila-Testw10'
11 SID-LOCALBRIDGE-1 100101 2020-11-30 18:06:50 2020-11-30 21:16:10 On "iQuila-Testw10'

SO ftwa re can see across th e com p I ete 134 SID-LOCALERIDGE-1 100103 2020-1130 180706 2020113021539 On ‘iQuila-Testw1o
o SID-LOCALBRIDGE-1 1001020 2020-11-30 21:15:09 2020-11-30 21:1535 On 'iQuila-TestW10'
11 SID-LOCALBRIDGE-1 101710126 2020-11-30 20:53:33 2020-11-30 21:15:17 On ‘iQuila-TestW10°
11 SID-LOCALBRIDGE-1 192.168.1.199. 2020-11-30 21:15:09 2020-11-30 21:15:12 On 'iQuila-Testw10'
4 SID-LOCALBRIDGE-1 192.168.1002 2020-11-30 21:11:46 2020-11-30 21:15:58 On 'iQuila-TestW10"
i SID-LOCALBRIDGE-1 192.168.100.8 2020-11-30 21:14:39 2020-11-30 21:1520 On 'iQuila-Testw10'
11 SID-LOCALBRIDGE-1 192.168.100.12 2020-11-30 18:06:49 2020-11-30 21:16:00 ©n "iQuila-Testw10'
o SID-LOCALBRIDGE-1 192.168.10021 2020-11-30 18:07:14 2020-11-30 21:15:58 On ‘iQuila-Testw10'
5 C1D LOCALBRIDGE 1 19216010031 (DHCP, 2020-11.30210535  2020.1130214535  On iQuila TestW0"
11 SID-LOCALBRIDGE-1 192.166.100.51 2020-11-30 18:06:53 2020-11-30 21:16:09 On iQuila-TestW10°
% 5ID-LOCALBRIDGE-1 192,166.10062 (DHCP)  2020-11-30 183419 2020-11-3021:1610 ©On ‘iQuila-Testw10'
14 SID-LOCALBRIDGE-1 192.168.100.64. 2020-11-30 18:06:59 2020-11-30 21:16:06 On 'iQuila-Testw10"
11 SID-LOCALBRIDGE-1 192.168.100.65 2020-11-30 18:06:51 On iQuila-Testw10'
11 SID-LOCALBRIDGE-1 2020-11-30 21:16:01 On 'iQuila-Testw10'
1 SID-LOCALBRIDGE-1 2020-11-30 21:14:30 On "iQuila-Testw10'
o SID-LOCALBRIDGE-1 2020-11-30 18:06:49 2020-11-30 21:16:10 On 'iQuila-TestW10'
1 SID-LOCALBRIDGE-1 192.168.100.82 2020-11-30 20:53:33 2020-11-30 2141517 On "iQuila-Testw10'
1 SID-LOCALBRIDGE-1 192.168.100.87 2020-11-30 21:16:08 2020-11-30 21:16:10 ©n "iQuila-Testw10'
25 SID-LOCALBRIDGE-1 192.168.100.104 (DHCP)  2020-11-30 20:42556. 2020-11-30 21:1559 On "iQuila-Testw 10 v

Refresh Bxt

NAT and DHCP Options

23. To enable NAT, enter the configuration window by selecting the iQuila Cloud setting
option. Then select the Enable NAT option. The NAT configuration window will be
displayed. To enable NAT, select the Enable NAT option. A confirmation window will

ask you to confirm this selection. Click OK to enable NAT.
Caution = When enabling NAT, DHCP is Automatically enabled and will be broadcast down Bridge sessions
or cloud sessions.

24

To configure NAT and DHCP, select the NAT =~ @ e *
. . . . @ Set how NAT virus! host performs operation on the virtual network of Virtual Switch “BRIDGE.
Configuration  option. The = following ...

. . . . . S s 5] Use Virtual DHCP Server Functions
configuration window will be displayed. aa iy —— == s g T

192 168 .30 .200 .
Subret Mask: | 255 .255 .255 . 0
sigret sk [ 255255 .255 . 0 |
Virtual NAT Settings:

Please make the relevant changes to suit i R
MU vaie: [ 1500 | bytes Options Appliea o Clients foptionaly

, . .
yo ur network S CO nf|g uration. TCp session Timeout: | 1800 | seconds DesultSstevay (155 165 30 . 1 |
UDP Session Timeout: 60 seconds S
DNS Server Address 1: | 192 .168. 30 . 1

Static routing table pushing function for spiit tunneling) DNs Server Address 2: .
Sp  Pushthe static routing table to VEN clients.
Ll Domain Name: [ dvslocal

Edit the static routing table to push

Split Tunnelling

& Edit the static routing table to push X

25

This Virtual DHCP Server can push the classless static routes (RFC 3442) with DHCP reply messages to VEN clients.

To enable split tunneling on the remote
Clients’ SeleCt the ”Edit Static rOUting table ‘Whether or not 3 VEN client can recognize the classless static routes (RFC 3442) dey

" . software. iQuila VEN Client and OpenVPN Client are SU_UDORH'\Q the classless s{mC?g:g:g:ﬁ_%:;ﬁite\cffa:;”em
to pu S h O ptlo n MS5-S5TP protocols, the compatibility depends on the implementation ofthe client software.

You can realize the split tunneling if you clear the default gateway field on the Virtual DHCP Server options, Cn the
dlient side, LZTR/IPsec and MS-SSTF clients need to be configured not to set up the default gateway for the split
tunneling usage.

Enter the routes you would like to push to i e A el 5,40 S D S W Wl R
the Virtual DHCP Server function on NAT, and you need not to set up the classless routes on this screen.
the relevant clients. Press OK to save and
. . Example: 192.168.5.0/255.255.255.0/192.1684.254, 10.0.0.0/255.0.0.0/192.1684.253
push your configuration. SRl e e e

Each entry must be specified in the “IP network address/subnet mask/gateway IP address” format.

dit the static routing table to push

See the RFC 3442 to understand the dlassless routes, Cancel
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