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Bridge Deployment Guide

Overview

iQuila Enterprise is a powerful tunnelling platform allowing you to extend your corporate network
across multiple locations while keeping the tightest of security across your network, using iQuila
enterprise bridges you can easily link in remote branch offices around the world and home workers at
ease. The advance Al manages the multicast traffic over your network, and the security policy centre
allows you to control what data can travel to what destination you select over your network.

This Deployment Guide will guide you through setting up the iQuila Enterprise Bridge Appliances along
with the iQuila Enterprise windows client software.

Deploying the Enterprise Server / Bridge
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From the iQuila Manager login to the iQuila server you
have just deployed, the first time you login you will be
prompted with a wizard, select the 1 option iQuila Server

Default and click next.

You will then be asked to create a default Virtual Switch.

Enter a name of choice then select ok.

If your service includes the VEN Al Edge Processing, you can
enable it here. If your subscription does not include this
feature, please select Disable VEN Al Edge Processing and

click ok.

The wizard will now ask you to create user accounts.

User accounts are used for Authenticating Server, Bridge

devices along with client software connections.

To create your users select create users.

[l iQuils Enterprise Server Configuration Wizsrd X |

T iQuila Enterprise Server Configuration Wizard

By using this WiZard, you can easily canfigure the IQuila Enterprise Server for your requirements.

) iQuita Server St to Ske Configusation.

il Erterprise Server Creates Layer 2 connections between sites.

(] mavanced Configurat
Please select this

F iQuits Enterprise Server
jO 3ré BIANNING 10 bLIKD 8 KQuila EREDAiSe Server that Supports

Cliek Next to start Setup. Click Close If you want to exit the setup and mamually configure all settings

Setup Wizard - Please choose your Virtual Switch Name X

D‘Q £ Youmust create one Virtual Switch on the iQuila Enterprise Server
g o =3 minimum. Please choose your Virtual Switch Name.

Virtual Switch Name: | Defaul]

=

§5) VEN Al Edge Service Settings

UILA

SOFTWARE DEFINED NETWORKS

iQuila Al Cloud VEN Edge Service

To Enable VEN Al Edge Services, you must have a Valid license on the iQuila VEN Al Edge Servers.

Please Contact you Account Manager for more information.

VEN Al Setting

(O¥Enable VEN Al Edge Services

(O Disable VEN Al Edge Services oK

5] VEN Easy Setup Tasks x

@ To complete the setup of this iQuila Server /1Quils Bridge, you must complete the following tasks.

Step 1. Create a User to Accept VEN Connection
@  When this iQuila Enterprise Server accepts a remeote access VEN, or becomes the central site-to-site

&> iQuila Enterprise server that accepts connections from other sites, create users to accept the VEN
connectian.

Create Users

Step 3. Set Local Bridge

For an site-to-site VEN, use the Local Bridge Function to connect a bridge between the virtual
Ethernet segment on the VEN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VEN.

Select the Ethernet device to establish the bridge connection. ~

Once the required settings are configured, click Close. An advanced management
toal for VEN Server / VEN Bridge will be appeared, You can then configure any

advanced settings as you wish. Close
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The Auth type is defined, by Security Permissions from
the dropdown list.

First, we will go through setting up a bridge user
account.

Under username enter the name of your choice, for | .
this bridge device in this scenario we will choose the | *
username Bridgel. In the full name section enter the | wume.
name of the location of the bridge that will be located. '

In this scenario we chose New York. || "B s e

Now select the authentication type you would like,
there are 6 different types of authentications in this
scenario. We will use Individual certificate authentication.

Next, select the create certificate button.
The create new certificate window will show

Fill out the relevant information and select the strengthens bits
from the dropdown field.
then select OK.

You will now be asked to select the format, and protection for your
certificate, in this scenario we will select Save as PKCA#12

Then, select set passphrase and enter a strong passphrase to
protect the certificate.

Click save and save the certificate with a name that will identify it
later e.g. Bridgel New York.
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Spacly Cortacate Creste Cortincate

Create New Certificate %

D: ‘You can easily create certificates which is signed by self or other certificates.
=

Certificate Type: @ Root Certificate (Self-Signed Certificate)

O Certificate Signed by Other Certificate

Load Certificate and Private Ke;

[ (e [ Bridget

Organization (0): | Compasny Name

F——

State (STy | New York

Locale L [Us

J
J
J
Country (€1 [ kG ]
J
|
J

Seril Number: |
(Hexadecimal)

Expires in: | 3650 | Days Strengthness: #0982 | bits

§) Tomanage certificates and certifiate authorities ona 1arge scale, you should use either free
software such as OpenssL, or commercial CA (certificate authority) software.

Save Certificate and Private Key X
Select the method to save the certificate and private key.

Saye Method
(O save as X509 Certificate (CER) and Private Key File (KEY)
== Saving by spltting inta two files: a standard Base 64-encoded certificate file

Q) and a private key file.
@iSave 25 PRCAR12 File (P12}

=) Saving as a PKCS#12 (Public Key Cryptography Standard #12) file.

h g You canstore both certificate and private key in a single PKCS#12 file.
O wite to Smart Card
@ When a smart card is connected to this computer, you can write the certificate
and private key to a smart card,

Select Which Smart Card to Use.

Private Key Protection:

When saving the private key, you can set a passphrase to encrypt. You will be
required to enter the passphrase when loading it

['set Passphrase




Once the certificate has been saved, the user
window will be displayed, you can add further
users accounts now or they can be added later.

Once you have finished adding users click Exit

This will return you back to the easy setup
wizard.

Under Step 3 select the dropdown and select
the network adaptor you would like to bridge,
normally this will be a different adaptor to the
adaptor used for management, once selected
select Close.

If you are using a Virtual Environment, a Notification

window will be displayed.

It is important for iQuila to function correctly
promiscuous mode is set to accept on virtual
infrastructure.

Please make the necessary changes and click ok.

2 o st D s e i
Pyl i ston b e
[ VEN Easy Setup Tasks *

@ To complete the setup of this iQuila Server / iQuila Bridge, you must complete the following tasks.

Step 1. Create a User to Accept VEN Connection
@  Whenthis iQuila Enterprise Server accepts a remote access VEN, or becomes the central site-to-site

& 1Quila Enterprise server that accepts connections from other sites, create users to accept the VEN
connection.

&

Configure Connection Setting

Step 3. Set Local Bridge

For an site-to-site VEN, use the Local Bridge Function to connect a bridge between the virtual
Ethernet segment on the VEM side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Metwork Adapter) that will be provide the bridge connection to the VEN.

Select the Ethernet device to establish the bridge connection. ~

Once the required settings are configured, click Close. An advanced management
tool for VEN Server / VEM Bridge will be appeared. You can then configure any

advanced settings as you wish, =z

m® Instructicns for Local Bridge on VM X

@@ Using Local Bridge Function on VM

It has been detected that the VEN Server might be running on a VM (Virtual Machine) suchlike Viware
or Hyper-V. Read the following instructions carefully. If you are not using a VM, please ignore this
message.

Instructions

A

Some VMs prohibit the “Promiscuous Mode” (MAC Address Spoofing) on the network adapters by
default.

If the Promiscuous Mode (MAC Address Spoofing) is administratively disabled, the Local Bridge
function between a Virtual Switch on the VEN Server and a physical network adapter on the
physical computer does not work well. You should allow the Promiscuous Mode (MAC Address
Spoofing) by using the configuration tool of the VM.

For details please refer the documents of your VM. If it is a shared-VM and administrated by other

person, please request the administrator to permit the use of the Promiscuous (MAC Address
Spoaofing) Mode to your VM.
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You will now be displayed the main iQuila Management window.

# |ocalhost (This server) - iQuila VEN Server Manager - a
Q Manage VEN Server "localhost" Licensed to: iQuila Ltd Demo License 25 days remaining
Layer2 Switch / Hub Seftings
o Virtual Switch Name Status e Users Groups Session:  MACTables  PTables  Mumlogins Lastlogin Last Communication  Transter Bytes  Transfer Packets
‘EQG ST HLs S {57 Default Online. Standalone 1 i} 1 0 '] '] 2021-01-05 1456:53 ___2021-01-05 1456353 __ 0. 0
% Online
f;.?;‘ Offline
B | cotea vinaisaien
=
= Properties
T Delete
Xa
Eridging and Routing
M Local Eridge Setting
AON | Layer 3 Suitch Setting
L4
E Psec/ LZTP Setting
@ OpenVPH / MS.SSTP
Network Ard Encryption
@a Encryption and Netwark
VEN Server Information Management of Listeners: iQuila Artificial Intelligence
o View Server Status VEN Al Setti
Create Port Number  Status
R —— arsan g
Edit Config Delete TcPo92  Listening
o 11 TCP 5555 Listening
- = About this VEN Server
[t Connections List o
step Refresh Exit

Encryption Setup

Select Encryption and Network button, this will
display the Encryption and Network settings
window.

Under Encryption and Algorithm select the
Appropriate encryption algorithm, in this case for
strong encryption we will select the algorithm.

ECDHE-RSA-AES256-GCM-SHA384

Once selected click OK

Management of Listeners:

From the main management window under Management of
Listeners, select any additional ports you may like the server to

. . . Creat Port Mumb: Stat
listen on and communicate with. The default port for = orcrats | toosog
o o . . . Delete .
communication from clients and bridges is TCP port 443. = Listening
W TCP 1194 Listening
start 11 TCP 5555 Listening
If you are locating the iQuila Enterprise Device behind a firewall.
Stop

Please read the iQuila Enterprise Firewall pdf
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Configuring a Bridge Device

Bridge Device Management is configured on TCP Port 5555, configure your iQuila enterprise manager
to the IP of the bridge device and connect, when you first connect to an iQuila Device it will ask you
to create a password.

When you connect to the iQuila Bridge for the first time you & e cisumonios x
}i| iQuila Enterprise Server Configuration Wizard

will be presented with the iQuila Bridge configuration e
window.

Click Next. —

As Bridge devices do not require users this section is not & vmesswpwe x
. . . To complete the setup of this iQuila Server / iQuila Bridge, you must complete the following tasks.

avaliable, so please proceed to step 2 configure connection @

setting

Q@
-

Create Users

Step 2. Define a Connection to Destination VEN Server
When this iQuila Enterprise Server is installed on a particular site (edge) of a site-to-site VEN, you

have to specify the address of the center VEN Server that accepts the connections, and establish a
comnection to that central VEN Server.

Configure Connection Setting

Step 3. Set Local Bridge

For an site-to-site VEN, use the Local Bridge Function to connect 3 bridge between the virtual
Ethernet segment on the VEN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VEN.

Select the Ethernet device to establish the bridge connection. v

Once the required settings are configured, click Close. An advanced management
400l for VEN Server / VEN Bridge will be appeared. You can then configure any

advanced settings as you wish, Close.

The Connection setting window will show

Under Setting name, enter a name of the connection setting
e.g., Head Office

Host Name: enter the host name or IP address of the iQuila
Enterprise server.

Port Number: unless you have configured different port
numbers on the iQuila Enterprise server the port number

‘Soecil Indevcaal Cart Ageance setings_

can be left as default Port 443. L
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The virtual Switch name should be auto populated (unless you have disabled this function on the iQuila
Server) if this function is disabled then manually enter the Virtual Switch name.

Under the section User and authentication setting, change the Auth Type to Client Certificate
authentication and enter the username created with the certificate, in this scenario we will use

Bridgel.

Select the Option, specify client certificate, select the
Certificate we made previously Bridgel New York, you will be
prompted for the Security Phrase, once entered press Ok.

The certificates name an expiry date will be displayed.

Click ok

User Authentication Setting:

Set the user authentication information that is required when

?‘ connecting to the VEM Server,

Auth Type: | Client Certificate Authentication ~

User Name: | Bridge1

=—| Issued to: Bridgel
Issuer: Bridge1
Expiration: 2031-01-03 (Fri}

View Client Certificate i Delete Client Certificate |

The cascade connection window is displayed the status
of the connection to the server.

Select Exit

@ Cascade Connections on BRIDGE

Cascade Connection can make a layer-2 Ethernet-level links between this Virtual Switch and other Virtual Switch which is located on

either local or remate VEN Server.

Before Using Cascade Connection

Cascade Connection creates a Layer 2 Bridge between multiple Virtual Switches. But if the connection is
incarrectly configured, an infinity loop could inadvertently be created. When using a Cascade Connection function

please design the network topology with care,

x

Setting Name Status Established at
% Head Ofice Connecting (None) 1010101

Destination VEN Server  Virtual Switch

New Edit Online status Delete Rengme

TR

On Step 3 of the wizard select the drop down and select the & et s

network adaptor you would like to bridge and select close.

@ To complete the setup of this iQuila Server / iQuila Bridge, you must complete the following tasks.
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a
Create Users

Step 2. Define a Connection to Destination VEN Server
‘When this IQuila Enterprise Server is installed on a particular site (edge) of a site-to-site VEN, you

have to specify the address of the center VEN Server that accepts the connections, and establish a
connection to that central VEM Server,

Configure Connection Setting

Step 3. Set Local Bridge

For an site-to-site VEN, Use the Local Bridge Function to connect a bridge between the virtual
Ethernet segment on the VEN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VEN.

Ethernet [Viviware vmxnet3 virtual network device (ID=4155711028]] i

Once the required settings are configured, click Close. An advanced management
tool for VEN Server / VEN Bridge will be appeared. You can then configure any

Cle
advanced settings as you wish, B2




You will now be presented with the main management windows for Bridges.

PR R Y Er—— - N

@ Manage VEN Bridge "localhost” Licensed to: -1 days remaining
Lagard St i l1da Seringe
oy —————— e Sl o tham e Usre [REESY B WAL Wtha 17 s Pamilygie Lol lugn Lol tommmamasr i B namk Petkch

| ;0‘ | Wpmage Wirka Setich T . Giwwies @ 0 i & w a SR AT BEM R RAR RARAE T
| & L
| % o
|
AR
| -ﬁ P ————

Tk Fi
fp | marmoeny
$ L gttt

E IFavs ! 17 Seting

@

ek 2o Erempblas

ﬂ Ereontior awd et

e Hamnereen af sk b B i gene
TH Lartet e [FeTr—— . —
R z
L Thml P Shaas
W [ L | o
& R —
L T -
[ — B | [rp——
= |
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Packet Filtering & Data Prioritisation

iQuila Enterprise Packet Filtering and Data Prioritisation enables you to secure your network whilst
prioritising your important data, depending on your Licensing, up to 4,096 entries can be defined in
a Virtual Switch. Packet Filtering is a function which either passes or discards IP packets passing
through network devices according to designated rules commonly referred to as packet filtering rules,
rules are processed on the priority number assigned to each rule, the lower the priority number set
the more important the rule. Multiple rules can be created for both IPv4 and IPv6

Data which can be Defined by Packet Filtering Entries.

The following data can be defined by the access list registered in the Virtual Switch. Data which can
be Defined by Packet Filtering Entries

Basic Setting

Access List Memo.

Enter a description of the access list entry. This entry enables the setting of an arbitrary character
string to clarify the entry for the Virtual Switch Administrator, and its contents has no effect on packet
filtering operation.

Action.
Designates how an IP packet is treated when a matching entry definition is found in the access list.
Sets to [Pass] or [Discard].

Priority.

Designates the priority of an entry within the access list as an integer. The lower the integer, the
higher the priority the packet has over the VEN connection. If there are access list entries with the
same priority, it is undefined as to which is applied first.

Filtering Option for IP Headers

Source IP address.

Designates the sending IP address as the packet's matching criteria. It is also possible to designate a
subnet range including multiple IP addresses by designating the network address and subnet mask.
All, sending IP addresses match when no range is designated.

Destination IP address.

Designates the destination IP address as the packet's matching criteria. It is also possible to designate
a subnet range including multiple IP addresses by designating the network address and subnet mask.
All destination IP addresses match when no range is designated.

Protocol Type.

Designates the protocol number of that IP packet as the packet's matching criteria. It is possible to
match all IP protocols. The numbers which can be designated can be entered as integers although 6
(TCP/IP), 17 (UDP/IP) and 1 (ICMP) are already defined.

Copyright iQuila Ltd © 2020
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Source / destination port number range.

The minimum or maximum source port and destination port numbers can be designated as the
packet's matching criteria when TCP/IP or UDP/IP is selected as the protocol type. All port numbers
are regarded as matching when no values are designated.

Filtering Options for User and Groups

Source username.

A username can be designated as the packet's matching criteria when wishing to match only those
packets sent by a specific user (strictly speaking, it is the packet sent by the VEN session of a specific
username). Sending usernames are not checked when no name is designated.

Destination username.

A username can be designated as the packet's matching criteria when wishing to match only those
packets to be received by a specific user (strictly speaking, it is the packet intended to be received by
the VEN session of a specific username). Destination usernames are not checked when no name is
designated.

Access List Entries Match

When none of the Access List Entries Match.

When multiple access lists are registered on a Virtual Switch and the IP packet does not match any
of the entries contained therein, a [Pass] action is decided by default.

Adding, Deleting & Editing Access List Entries.

To add, delete or edit entries in the access list, click on the [Manage Access lists] button in the iQuila
Server Manager. Next click on the [Add], [Delete] or [Edit] buttons. Be sure to click the [Save] button
after completing any changes to the access list, as changes are not applied to the Virtual Switch
unless saved. Furthermore, the access list is enabled from the instant it is set (also applies to iQuila
VEN sessions which are already connected.

To modify the access list with the command line utility, use the [AccessAdd], [AccessList],
[AccessDelete], [AccessEnable] and [AccessDisable] commands.

The following section is a brief insight to adding Packet Filtering Rules.
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To navigate to Packet Filtering select the switch and click Manage Virtual Switch.

@ Manage iQuila Server "localhost”

et s s
.
oy ([ btmase et s |
3 o)

Orine.

virtus Such hame.
i perur

oftine.
iew statuz
Create  Virual S

Propenies

¥ LENe P

Bridging and Rauing

- =
o ===
® Psec  LITP Seting
=

Hetwan ana Encyption

e

VEN Semver Inkmation

icensed to: iQuila Ltd Test License
= Toe [ Grugs  Semoms  MaCTbes  ®Taies
oine  Swssors 0 o o o o

Management ot Listenses

0 days remaining

toam Loginn  Last Login Last Communication  Farter ytes  Tranukr Packets

(] WO NI O (]

s arofiss meigenes

e
3 View Server St VEN 21 5ety
VEN Chatering = ® o
G| [oarmon s
B | costening contguration g2 WP Lstering
i@k fexione 99 [mrceon usenng
& === i e
= MTCRSSEE  Litering
= = about s Kl Sener
131 | Cometomun N

Select Man

age Packet Filtering.

%32 Management of Virtual Switch - 'DEFAULT

Virtual Switch 'DEFAULT'

Management of Security Database:

g
e £

Manage your users, Create, Edit and Delete.

% Manage Groups

Add, delete or edit groups,

Secure NAT Settings

% ‘ Virtual NAT and Virtual DHCP Server
Metwork Address Translation (AT} is available on this Virtual Switch You
can configure Virtual NAT and Virtual DHCP.

A Virtual NAT may confict with you network, please check before enabling.

© Cammseraoectmerng

Add or delete Packet filtering rules and apgly
Data prioritisation.

VEN

(O

Manage Active VEN Sessions on this Virtual Switch.

Virtual Switch Settings:

Configure this Virtual Layer2 Switch.

VEN Certificates

Revoked Certs.

7 | ewocmes | |

Manage trusted CA certificates for you Virtual Switch and
Users.

Current Status of this Virtual Switch:

Value
DERAULT
Orline.
Standalone
Disabled
o
o
o
o
0 MAC Tables 0
© PTables o
R hum Logins 0
B Lost Login 2023.03.09 125305
{2 Last Communication
Bcreated at
) Cutgaing Unicast Packets 0 packets
U Outgoing Unicast Total Size 0 bytes
1) Cutgaing Broadcast Packets 0 packets
L) Qutgoing Broadcast Total Size 0 bytes
D incoming Unicast Packets 0 packets.
W incoming Unicast Total Size 0 bytes
U incoming Broadcast Packets 0 packats
) incoming Broadicast Total Size 0 bytes

|

Use external RADIUS authentication server
for user authentication.

The Action List for rule creation.

VEN Sessions Management:

oy [ Werasecaie comedion

Establish Caseade Layer2 Bridge Connection
to Switches an local or remote VEN Servers.

VEN Log Files

Ere R T

Configure settings of log saving function.

Y

() e v st AT s e ot s s ke e i

D Aion St Priority  Memo

Conterts

Nate: IP packets that did not match any atcess list items can pass.

Pew Pvd)
New 1Py}
Eit

Detete

Enable
Disabie
Hiems with higher

priarity apear higher
inthe list
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To create new rules in the Access list select New (IP4or IP6) on the right.

@ Access Lists %
° The Virtual Switch “DEFAULT” has the following access lists (packet filtering rules).
D Action Status Priority Memo Contents New (IPva)
New (IPVE) I

Clone

Enable

Disable

Items with higher
priority appear higher
inthe list,

(L) Note: IP packets that did not match any aceess list items can pass.

Cancel

All rules start with Basic Settings.

@ Edit Access List ltem (IPv4)

Basic Settings
Memo: [ [
Action: (@ Pass O Discard
P {Smaller number has
pronty: [ (e rumbe

Filtering Options for Users or Groups

@  This access list will be applied only to the packets that for
@ specific users, groups send or receive.

Source Name: | | | Browse.. I
DestinationName:| ] \ Browse.. I

Leave these fields blank if you don't specify user name
nor group name.

Filtering Options for MAC Headers
Source MAC Address: L] Applies to any Source Addresses

MAC Address: I ]
Mask: | |

Destination MAC Address: [ Applies to any Destination Addresses

MAC Address: I l
Mask: | |
You can use h imal ber with two separators, "-" or ™, and
without the separators.

(FF-FF-FF-FF-FF-FF means a specified host)

° Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Switch.

Filtering Options for IP Headers
Source IP Address: [V] Applies to All Source Addresses

GG

(255.25 255 means a single host)

Destination IP Address: Y] Applies to All Destination Addresses

35,255,255 means Specified host only)

Protocol Type: |All IPv4 / IPV6 Protocols v

Specify IP Protocol:

Filtering Options for TCP Headers and UDP Headers
Minimum Maximum

Source Port

Destination Port:

t number field

ue when the

Verify TCP Connection State (Only TCP Packets)

Established Packet Unestablished Packet

D ﬁf&lrect HTTP Request to Specific Set URL Rediract to..

Delayand Packet Loss.. | | | Cancel |

| i J
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The first recommended rule to be applied a Discard ALL rule. This will drop all packets to the

switch and should be set for IP4 and IP6.
In this example.

Set the Memo (Rule frendly name) to Discard ALL.

Set Action to Discard. Discard drops the packet.

Set Priority to 1000. Sets the priority position of the rule.
All other section leave on their default setting then click OK to save the rule.

@D Edit Access List ltem (IPv4)

hd
e Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Switch,
Basic Settings Filtering Options for IP Headers
Memo: | Dicard ALL Source IP Address: Applies to All Source Addresses
acion Ofass @ Discard pasdes [ ]
Priarity: m (smaller number has
v _ higher priority.)
— - [255.255. 255,255 means a single host)
Filtering Options for Users or Groups
©  This access list will be applied only to the packets that for . .
&> specific users, groups send or receive. Destination |P Address: [/] Applies to All Destination Addresses
Source Name:
Drestination Mame: | | Browse.. [255,255.255,255 means Specified host only)
Leave these fields blank if you don't specify user name
nar group name., Protocol Type: | All IPv4 / IPv6 Protocols =
Filtering Cptions for MAC Headers Specify IP Pratocol:
Source MAC Address: [ Applies to any Source Addresses
WAC Address: Filtering Options for TCP Headers and UDP Headers
tinirmumm Maxinum
hask:
Source Port
Destination MAC Addres= [¥] Applies to any Destination Addresses Destination Port:
MAC Address: The blank port number field matches any ports,
. Itwiill apply to packets that match anly the minimum walue when the
Mask: minimum walue is specified but the maximum value is not
You can use hexadecimal number with two separators, =" or ™",
and without the separators, Verify TCP Connection State (Only TCP Packets)
[FF-FF-FF-FF-FF-FF means a specified host] . .
Established Packet Unestablished Packet
redire TT] e T Snecific
E,E.JL”‘:t HTTP Request to Spedific Set URL Redirect to.. Delay and Packet Loss... oK Cancel
The rule will be displayed in the Action List
@ Access Lists ___X
@ The Virtual Switch “DEFAULT" has the following access lists (packet filtering rules). i
D Action Status. Priority Memo Contents. (=
1 Discard  Enable 1000 Dicard ALL ethen * New (IPv6)
Edit
Delete
Clone
Enable
Disable
Items with higher
priority appear higher
inthe list.
| = Save
\i) Note: IP packets that did not match any access list items can pass.
‘Cancel
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Filtering by MAC address.

Set the Basic Settings first.

The default setting for MAC filtering is set to Apply to any source address. Untick the
source/destination box to enter a specific MAC address.

Select OK to add the rule.

List [tem (IPvd) .

@ Edit Acc

@ Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Switch,

Basic Settings Filtering Options for IP Headers

Memao: | Source |P Address: Applies to All Source Addresses

Action: (@) Pass () Discard 1Pl Address: l:l
Priority: l:l (Smaller number has Subnet Mask: l:l

higher priority.)

o N [255.255.255.255 means a single host)
Filtering Options for Users or Groups

@ This access list will be applied only to the packets that for . -
@  specific users, groups send or receive. Destination IP Address: 1] Applies to All Destination Addresses

Drestination Mame: | | Browse.. [255,255,255.255 means Specified host only)

Leave these fields blank if you don't specify user name
nar group name, Protocol Type: | All IPwd / IPv6 Protocols V|

Source Name: | |

Filtering Options for MAC Headers Specify IF Pratacal:
Source MAC Address: [ Applies to any Source Addresses

kAinimum M aximum
Source Port

Destination MAC Address: |:|Applies to any Destination Addresses Destination Port:

MAC Address: l:l The blank port number field matches any ports,
. It wiill apply to packets that match only the minimum value when the
Mask: l:l minimurm walue is specified but the maximum walue is not,
You can use hexadecimal number with two separators, "-"or ™", and

without the separators. Verify TCP Connection State [Only TCP Packets)
(FF-FF-FF-FF-FF-FF means a specified host)

Established Packet Unestablished Packet

D Redirect HTTP Request to Specific

URL Set URL Redirect to.. | Delay and Packet Loss... OK
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Filter Option for IP Headers is the main rules to set based on source/destination address and

protocal type. Default setting allows any source or destination IP address and All IP4/IP6 protocol
types

) Edit Access List ltern (IPvd)

@ Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Switch,

Basic Settings
Mema: |
Action: (®) Pass () Discard
Pricrity: (Smaller number has

higher priority.)
Filtering Options for Users or Groups

@  This access list will be applied only to the packets that for
& specific users, groups send or receive.

Source Name: | |

Destination Mame: | |

Leave these fields blank if you don't specify user name
nor group name,

Filtering Options for MAC Headers
Source MAC Address: B2l Applies to any Source Addresses

MAC Address:

hask:

Destination MAC Address: [7] Applies to any Destination Addresses
MAC Sddress:
Mask:
You can use hexadecimal number with twa separators, " ar ™",

and without the separators,
[FF-FF-FF-FF-FF-FF rieans a specified hiost]

| EIE{I’_"M HTTP Request to Specific Set URL Rediract to..

Browse..

Browse..

Filtering Options for [P Headers

Source |P Address: |:| Applies to All Source Addresses

e

(255.255.255.255 means a single host)

Destination IP Address: L Applies to All Destination Addresses

pasaes ]

(255.255.255.255 means Specified host only)

Protocol Type: | All IPwd / IPv6 Protocols

Specify IP Protocol:

& [TCF/IP Protocol)

Filtering Options for TCp 1| 17 (UDP/IP Protacal)
1 [ICMPwd Protocol)

58 (ICMPvE Protocaol)
Specify the [P Protocol Number

Source Port:

Crestination Port:

The Blank port aumber field matches any ports,
It weill apply to packets that match anly the minimum value when the
minimunn walue is specified but the maximurm value is not,

Verify TCP Connection State (Only TCP Packets)

Established Packet Unestablished Packet

Delay and Packet Loss.. OK Cancel

Protocal Type allows you to select a custom protocol by selecting the Specify the IP Protocal
number option from the list. The dropdown list contains the standard 4 protocol types by default.

The Filtering options for TCP/UDP headers are the same as as used in all firewalls for traffic
routing.
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o Edit Access List ltermn (IPvd)

iQ22055

Basic Settings
Memo: |
Action: (®) Pass () Discard
Pricrity: (Smaller number has

higher priority.)
Filtering Options for Users or Groups

@ This access list will be applied only to the packets that for
@ specific users, groups send or receive.

Source Name: | |

| Browse...

Leave these fields blank if you don't specify user name
nar group name,

Destination Mame: |

Filtering Options for MAC Headers

Source MAC Address: Applies to any Source Addresses
MAC Address;
Mazk:

Destination MAC Address: Applies to any Destination Addresses
M Sddress:
Mask:
You can use hexadedimal number with twa separators, -

ar ™,
and without the separators,
[FF-FF-FF-FF-FF-FF means a specified hiost]

|:| Redirect HTTF Request to Specific

e Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Switch,

Filtering Options for IP Headers

Source |P Address: DAppliesto All Source Addresses

pasairss [

[255.255.255.255 means a single host)

Destination |P Address: [] Applies to All Destination Addresses
s [ |

(255.255.255.255 means Specified host anly)

Protocol Type: | & (TCPR/IP Protocol)

|

Specify IP Protocal:

Filtering Options for TCP Headers and UDP Headers
Minimum Maximum
Source Part: | | - | |

Destination Port: | | - | |

The blank port number field matches any ports.
It will apply to packets that match only the minimum value when the
minimum value is specified but the maximum value is not.

|:| Verify TCP Connection State (Only TCP Packets)

Established Packet Unestablished Packet

URL set URL Redirect to..

Delay and Packet Loss.

|
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